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Noncooperative Social Welfare Optimization
With Resiliency Against Network Anomaly

Shengyi Wang
Jin Ye

Abstract—This article presents a noncooperative game-
theoretic framework to model the social welfare optimiza-
tion (SWO) problem with load aggregators participating in
integrated economic dispatch and demand response. In the
proposed framework, distribution system operators interact
with generation units and load aggregators to maximize
the overall social welfare. The proposed SWO problem
addresses practical system constraints and falls into the
scope of mixed integer nonlinear programs, which cannot
be well handled by existing distributed algorithms. The
proposed SWO problem is formulated by a special non-
cooperative strategic game, known as the potential game,
and solved by a revised version of the spatial adaptive play
under network anomaly. It is shown that the proposed frame-
work has guaranteed convergence to a Nash equilibrium
that is also a global optimizer. Simulations on a 15-generator
benchmark distribution network have been conducted to
validate the proposed framework.

Index Terms—Constrained optimization, distributed algo-
rithms, potential games, social welfare optimization (SWO).

NOMENCLATURE

Set of generators.

Set of load aggregators.

Generation cost function of generator .

Utility function of load aggregator .

Power output when ¢ € G/consumption when ¢ € £.
Parameter for scaling the utility function.

Baseline need of load aggregator i.

Power level for load aggregator i.

Number of loads that load aggregator ¢ manages.
Loads that do not participate in DR.
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P'ss Total transmission loss.

P, Min. output when ¢ € G/consumption when ¢ € £.

P; Max. output when ¢ € G/consumption when i € £.

P? Previous power output of generator <.

DR, Down-ramp limit of generator 1.

UR; Up-ramp limit of generator :.

k Number of generators.

m Number of load aggregators.

Ficg  Set of candidate power output for generator .

Fice  Setof load numbers that aggregator ¢ can serve.

A Penalty multiplier to relax the equality constraint.

10) Potential function.

Uu; Payoff function for player :.

T Exploration parameter.

J(t)  Setof channels with anomaly at ¢.

P(t)  Action profile at ¢.

P,(t)  Action for player ¢ at ¢.

P_;(t) Actions for players except player i at ¢.

Fi(t)  Set of actions for player i at ¢.

P, Trial action for player .

z Number of channels without anomaly.

|. INTRODUCTION

ODERNIZATION of electric power grids inherently
M consists of responsibilities and actions from both ends
of supply and demand. On the supply end, system operators
solve economic dispatch (ED) problems to procure a generation
schedule of a specific time period by optimizing global objec-
tives (often minimizing the total generation cost) with operation
constraints [1]. On the demand end, demand response (DR)
programs incentivize both commercial [2] and residential [3]
end-users to control (often to reduce) their energy usage to
maximize their own benefits [4] and improve grid reliability
[5]. Both ED and DR are extensively studied constrained
optimization problems with many solution algorithms available.

Conventionally, ED and DR are often considered separately.
However, many recent works [6]-[11] have combined DR
with ED into a unified framework, known as social welfare
optimization (SWO). First discussed in [6], SWO addresses
how DR-participating households maximize the social welfare
under utilities’ coordination. Furthermore, Samadi et al. [7]
assumed two-way communications between end-users and util-
ities to share their demand information and maximize the social
welfare. A consensus-based, cooperative algorithm is proposed
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in [8] for distributed generations (DGs) and loads to maximize
social welfare. Ma et al. [9] proposes an SWO model considering
DC flow models solved by a two-layer mechanism including first
consensus-based information discovery and then gradient-based
generation. SWO is modeled as a convex problem with linear
constraints and solved by dual decomposition in [10], while
[11] considers linearized transmission losses, which constitute
a nonconvex problem solved by the proposed transformation
into convex subproblems.

Above-discussed SWO formulations are mostly based on
simplified assumptions such as 1) transmission loss is decoupled
orignored; 2) DR units are comparable to generators in capacity;
3) cost functions are strictly increasing, convex, and smooth;
and 4) communication is reliable and robust. However, in
practice, cost functions are not always convex (e.g., if the
valve-point effect is considered) or smooth (e.g., if multiple
fuels are used or different incremental costs are present), and
transmission loss is typically coupled and nonlinear. Existing
SWO formulations and solutions cannot address these practical
constraints and scenarios in terms of nonconvex, nonsmooth,
or any cost functions. Therefore, this article introduces a novel
SWO formulation with practical constraints, which can handle
any formulations of cost and constraint.

Furthermore, power grids are experiencing a paradigm
shift to incorporate high penetration of distributed energy re-
sources, prosumers, and ubiquitous intelligent devices. Com-
pared to conventional centralized decision-making frameworks,
decentralized, autonomous, and self-interested decision-making
better aligns with practical needs. Consensus-based and game-
theoretic formulations are probably the two most popular such
decision-making frameworks, in which each agent/player inter-
acts with a defined group of other agents/players and makes
decentralized, autonomous decisions. An overview of existing
multiagent architectures for electric power grids can be found in
[12]. One missing property in existing multiagent algorithms is
that agents in general do not model self-interests of individuals,
which can be well addressed by noncooperative game-theoretic
formulations.

Moreover, above-discussed formulations involve many par-
ticipants from geographically remote locations, and thus re-
liable and fast communication infrastructures are necessary.
An overview of communication requirements for power grid
applications is provided in [13], which points out that secu-
rity and quality of service (QoS) concerns may arise when
public networks are used for power grid applications. If the
network is attacked, anomalous events that do not conform to
expected normal behavior will be detected. In this article, net-
work anomaly are considered to be unreliable communication
conditions with low QoS and package drops. Possible causes
of network anomaly can be harsh grid environment [14] or
cyber-attacks on wireless networks, which are widely used in
short to medium range power grid applications [15].

The impact of unreliable or limited communication on the
performance of decentralized algorithms has been widely stud-
ied for decentralized control. Recent work shows that QoS [16],
network topology changes [17], and communication delays [18]
could cause cooperative control algorithms to fail. Moreover, a
fallback control strategy is proposed in [19] for microgrids to

mitigate denial-of-service network anomaly. However, to the
authors’ best knowledge, the performance of noncooperative
games against network anomaly has not been well studied,
with most of the literature focuses on communication delays
[16], [20], [21]. Techniques such as the Artstein transformation
[21] and model predictive control [20] are proposed to reduce
the effect of time delays. However, the effect of frequent
communication loss on decentralized control and optimization
has not attracted much attention.

This article follows [22], [23] to integrate load aggregators
into the conventional SWO and formulate the proposed SWO
by a special noncooperative strategic game called the potential
game. Each load aggregator [24] or generator is formulated
as an independent and self-interested player who maximizes
its own utility. The proposed formulation also considers many
practical operating constraints such as ramp rates, prohibited
zones, power balance, and load aggregator limits, which make
the constrained SWO problem nonlinear and nonconvex and
cannot be addressed by above-discussed SWO formulations.
This article also assumes anomalous network conditions such
that, at each time step, there is a random group of players that
lose communication with others. A revised spatial adaptive play
(SAP) named partial SAP (PSAP), with restricted action sets
due to network anomaly, is proposed to solve this problem.
Guaranteed convergence to the global optimum would be proved
and validated in a widely used benchmark system.

The main contributions of this article are threefold.

1) Incorporating load aggregators and practical power flow
constraints into the conventional SWO, which introduces
a fundamentally different, nonlinear, and nonconvex
SWO formulation.

2) Solving the proposed SWO in a noncooperative or even
competitive manner through potential games. Each player
is only self-interested, which reflects the fact that generat-
ing units and load units belong to many different owners
and thus have quite different economic interests, which
cannot be addressed by cooperative (though distributed)
methods in literature.

3) Enhancing the resiliency of the proposed architecture
against network anomaly with theoretically proven, guar-
anteed convergence to a Nash equilibrium (NE), which is
also a global optimizer with arbitrarily high probability.

The remaining of this article is organized as follows. Section I
defines utility functions, cost functions, and constraints of the
proposed SWO problem. Section III introduces the concepts of
potential games, the SAP, and a potential-game formulation
of the proposed SWO problem. The PSAP and its conver-
gence analysis in the proposed SWO problem are presented in
Section IV. Section V presents numerical results on a 15-
generator system and compares performances of the proposed
PSAP algorithm in different communication environments.
Finally, Section VI discusses extensions to nonsmooth formu-
lations. Section VII concludes this article.

[I. PROBLEM FORMULATION

In this section, the SWO problem considered in this article is
presented. The main differences from other SWO formulations
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in literature [7]-[11], [25] are twofold: 1) this article utilizes
a different formulation as well as utility function for load
aggregators, which induces additional mixed-integer property;
and 2) this article considers widely adopted [26] practical
constraints, which induces nonconvexity.

A. SWO Objective Function

The objectives of ED and DR considered in this article are
to minimize the total generation cost ) ;. C;(F;) and to max-
imize the overall benefits of DR-participating load aggregators
> ics Ui(P;), respectively. Therefore, the overall objective is to
maximize the following social welfare:

H}DaXZU@'(Pi)—ZCi(Pi)' (D)

'oieE icG

Let G := {1,...,k} denote the set of generators. The gener-
ation cost function C;(F;) in (1) is widely formulated [7]-[9],
[11], [25] as follows:

Ci(P;) = o, P* + B; P, + i )

where P, (i € G) is the real power output of generator 7, «v;, [3;,
and ~y; are coefficients of the quadratic function.

Moreover, let€ := {k + 1,..., k + m} denote the set of load
aggregators, each of which manages DR-participating loads
with the same power level and benefits from different types and
models in an area. Load aggregators, such as direct controlled
thermostat aggregators [27], electric vehicle (EV) aggregators
[24], and residential load aggregators [28], have been proposed
in many scenarios to participate in DR, day-ahead market, and
real-time market.

Most existing work uses the linearly decreasing marginal DR
utility function in SWO [7]-[11]. A sigmoid-type DR utility
was presented in [29] for EV aggregators, with an indication
parameter to represent range anxiety and thus EV drivers’
desire to participate in DR. This article follows this concept
and proposes the following sigmod-type utility function for
load aggregator i € £ to incorporate their baseline needs to
participate in DR:

_ n
Ui(F) = [P 3)

where P, is the total consumption of the ith load aggregator, 7 is
a predefined scaling parameter, and P." is the baseline need of
load aggregator 7. It can be observed that in (3) load aggregator
i receives only a small amount of utility when it reduces too
much demand (actual demand P; is small) and thus reflect
end-users’ satisfaction levels. Furthermore, the baseline demand
can also be the real-time load forecasting and thus extended to
incentives and real-time market operations. As shown in Fig. 1,
when P = 0, it means that customers do not have interests to
participate in DR, while Pi* > 0 indicates that customers have
incentives to participate DR with baseline P. For instance,
it can be observed in Fig. 1 that “DR2” has more potential in
demand reduction than “DR1”.

UI ,/ ./
/
participate in DIR ,/
. I
zy / ' /
Sl--- R R

I marginal payoff

l— without DR

/ = = with DR1
/ 7 W
== with DR2

0 Pi Pis P
Energy consumption

Fig. 1. Utility function of load aggregators, in which zero power
consumption induces no DR utility.

B. SWO Operation Constraints

1) Load Aggregator Property: The demand of the ith load
aggregator can be formulated as

P.=nP,  (nieN,ic&) )

where n; is the number of loads that the ith load aggregator
manages, and P; is its average baseline power level. Note that
n; is a variable in P, (i € £) and thus needs to be optimized.

2) Active Power Balance:

NP =Py+P+> P )

1eg ief

where Pp is the total demand except loads participating in DR
(and thus not dispatchable). P'°** is the total transmission loss,
which is generally estimated as a function of P;(i € G) with
Kron’s B coefficients [30]-[32]

Ploss _ Z Z -Psz]-P] —+ Z By; P; + By.- (6)
i€G jeg =

3) Generator Output Limits:

P, <P <P (i€g) (7

where P; and P; denote the lower and upper bounds of P;.
4) Ramp Rate Limits:

P’ - DR, <P, <P’+UR; (i€@) ()

where PZ-O, DR;, and UR,; denote previous power output,
down-ramp limit, and up-ramp limit of generator 7, respectively.

5) Prohibited Zone Limits: Some thermal generators may
not operate in the valve points and thus they should avoid
zones, which contain those points. Feasible operation regions
for generator ¢ can be written as [30]-[32]

L

P, <P <P
U L
Pi,s S Pi S P)i,.s-ﬁ—l’

ieg,s:l,...,Ni,l (9)
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————  :decision
[  :aggregator
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:generator
——  energy o

<& :non-participating load

Fig. 2. Implementation framework of proposed SWO.

where NV; is the total number of prohibited zones for .
6) Load Aggregator Limits:

P, <P <P, (icf) (10)

where P; and P; denote the lower and upper bounds of load
aggregator ¢ with actual demand F;, respectively.

C. SWO Formulation in Mixed-Integer Nonlinear
Programming (MINLP)

For i € G, define the set of candidate power outputs as

Ficg := {P; € R|Constraints 3),4),5)}. (11)

For ¢ € £, define the set of candidate number of loads the
aggregator ¢ provides service to as

Fice :={n; € N |Constraints 1) and 6)}. (12)

Substituting P; (i € £)in (1), (5), and (10) with n; in (4) since
n; is to be solved, the SWO formulation can be written as

max Y Uj(n;) — Z Ci(F;)

ni, P £ -
= 1€G

st. Y P=Pp+P+y nP
i€G €€

P, € Ficg

ni € Fice. 13)

To summarize, the proposed SWO is an MINLP problem with
both continuous and discrete variables, nonlinear objective func-
tions, and nonlinear constraints. Fig. 2 shows the proposed SWO
framework, in which a distribution system operators (DSO)
collects load forecasting and generation data and broadcast to
generation units and load aggregators. The SWO problem is
solved in a decentralized manner by aggregators and generators
whose are rational and self-interested. After the solution is
achieved, each generator outputs as desired and each load
aggregator manages its member loads to meet the assigned
demand, respectively.

I1l. POTENTIAL GAME AND ITS FORMULATION OF SWO

In this section, the potential game [33] and the SAP learn-
ing algorithm are reviewed, followed by the potential-game
formulation of the proposed SWO problem.

A. Noncooperative Strategic Games

A typical noncooperative strategic game consists of [22]

1) Asetof players: P :={1,...,N}.

2) A set of actions for each player i € P: A,.

3) An action profile a € A := x;cpA; is typically written
as a = (a;,a_;), i.e., player i’s action and everyone
else’s.

4) A payoff function for each playeri € P: u; : A — R.

5) An action profile a* € A is a NE if and only if
ui(al,a*;) > ui(a;,a*;) forany i € P, a; € A;.

6) An action profile a* € A is a pure NE if w;(a},a*;) =
maxg, e, U;i(ai,a”;) forany i € P.

B. Potential Game

A potential game is a special noncooperative strategic game,
in which the change in any player’s utility function resulting
from its unilateral change equals the change in a global utility
named potential function. That is, for every player P;, for every
a_; € A_;, and for every a;,a; € A;

wi(ai,a—;) —ui(a),a_;) = plai,a_;) — p(aj,a_;). (14)

If such a potential function ¢ : A — R exists, this game is
called a potential game with the potential function ¢. Note that
any action profile that maximizes the potential function is a pure
NE of the potential game, and thus every potential game has at
least one such NE. However, not every NE of a potential game
maximizes its potential function. Thus, there could exist Nash
equilibra that are only suboptimal [35, Section II.A], which
are not desired solutions for engineering applications. Next, a
learning algorithm that guarantees convergence to a NE that also
maximizes the potential function is introduced.

C. Spatial Adaptive Play (SAP)

SAP is a learning algorithm in games, which can guarantee
the convergence to a NE which is also the global optimizer with
an arbitrarily high probability in potential games [34]. At each
time step ¢ > 0, one player P; is randomly chosen (with equal
probability for each player) and allowed to update its action. All
other players must repeat their actions, i.e., a_; (t) = a_; (t—1).
The updating player P; randomly selects an action a; € A;
according to the softmax distribution Pr;(t) € A(A;) of which
the a,;th component Pr{" (t) is given as

exp {Tu;(a;,a_;(t—1))}
e o5 (Tus(alya (- D)}

where T' > 0 is the exploration parameter, and A(.A;) denotes
the set of all possible probability distributions over the set
A;. Note that T' determines how likely player P; selects a
suboptimal action. If 7" = 0, player P; selects any action with
equal probability. If 7" — oo, player P; selects an action from its

Proi(t) =

5)
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best response set with arbitrarily high probability. Therefore, if
all players update their actions following SAP with sufficiently
large t and T, then the players will reach an NE. Furthermore,
such an NE is a global optimizer, which maximizes the potential
function [35].

D. Potential-Game Formulation of SWO

The proposed SWO problem can be formulated as a poten-
tial game with load aggregators and generators considered as
self-interested players, whose actions are demands and gener-
ations, respectively. The objective function can be rewritten as
follows with a penalty multiplier A adopted to relax the equality

constraint:
Ui(n;) Z Ci(P,
i€ i€g

max
ni,P;

— X |Pp +P1°SS+ZWE —sz‘
i€ i€g

(16)

where the penalty multiplier A should be positively large so that
the power mismatch is then driven to approach zero.

In this article, the potential function is designed as the
objective function in (16). For convenience of notation and
without loss of generality, n; is replaced by P, (i € &) here for
notation conveniences in the following theoretical derivation.
Thus, the potential function is written as:

&(P;, Py) ZU ZCZ' (P
ie€ i€G
—x|Pp+ P4+ > P =3 PR|. (7
ie€ i€g
The payoff function for each player is designed to be
wi(P,P) = — (P} + B P)
—A|Pp+ P+ P =) P| (i€g)
ie€ i€g
(18)
Ui(Pi,Pﬂ:) = Ui(-Pi)
— APy + P +Y P =Y PB| (i€é).
i€ ic€g
(19)

A potential game is formed by the SWO problem with
potential function ¢. Details of the proof can be found in [23]
and omitted in this article due to space limit. If all players
(aggregators and generators) stick with SAP with perfect com-
munication environment, the interacting process is guaranteed
to converge to an NE, which is also a global maximizer to
the potential function as well as the relaxed SWO objective
function [23].

Algorithm 1: PSAP by DSO.
1: Initialize P;(t)
2: repeat
3:  Attime t, detect the set of low-QoS channels 7 (¢)
that failed to communicate at ¢
4:  Randomly selecti € GUE
5. ifie J(t) then
6: Assign P;(t) «— P;(t—1)
7.
8

else
Notify ¢ and send P_; (t—
(Go to Algorithm 2: 1)
9: Receive P;(t) from i
10: Assign P_;(t) «— P_;(t—1)
11:  endif
12: until Converge to NE or STOP signal

l)tod

IV. SAP UNDER NETWORK ANOMALY

The communication architecture considered in this article
is shown in Fig. 2. There are other communication archi-
tectures available in literature for SWO such as peer-to-peer
communications. However, it is more practical to have DSOs
(which are heavily protected under regulations for Critical
Infrastructures) to handle all information exchange instead of
having geographically remote and self-interested players keep
location and high-fidelity information about others.

As (15) shows, for every player to update with SAP at each
time step ¢, it needs to have full information of a_;(t—1), i.e.,
all the actions of others from last time step. Therefore, the
conventional SAP will not perform in a network with anomaly.
This article proposes a revised version of SAP, called PSAP,
since, at each time step, it is assumed that there is a partial
group randomly selected players who cannot communicate to
the DSO and thus cannot receive the most updated actions from
others.

In the proposed PSAP, the DSO does not make any decisions,
soits role is to evaluate channels, collect, and broadcast informa-
tion. Algorithm 1 operates in the manner that at each time step
the DSO first pings all channels and determines which channels
have anomaly (e.g., low QoS, network topology changes, or
communication delays). Since one channel can be jammed for
a certain amount of time, at each time step, the DSO then
only communicate the last-successfully communicated actions
from those jammed channels. In other words, the set of action
profiles for PSAP is only a subset of the conventional SAP with
a “partial” group of players participating at each time step.

Similar to traditional SAP, the DSO also randomly selects
a player ¢ with equal probability to update its action. If the
selected player is not reachable due to network anomaly, i.e., it
is in J (t), then the DSO wait until next time step. Otherwise,
the DSO notifies it to play SAP according to P_;(t—1) sent by
the DSO. Note that P_;(t— 1) consists of last known actions of
all players except the updating player. For each player i, it only
updates when it receives a notification from the DSO. Otherwise,
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Algorithm 2: PSAP by Each Player P;.

1: Notified by the DSO to update with P_; (t—1)

2: if i € G then

3:  Update P,;(t) ~ softmax[u;(P;, P_;(t—1)),T]

where P; € Ficg

4: else

5:  Update P;(t) ~ softmax|u;(P;, P_;(t—1)),T]
where P, € Fice

: end if

: Notify DSO and send P, (t) to DSO

(Go back to Algorithm 1: 9)

N o

no matter what status the corresponding communication channel
has, all players repeat their last action.

The convergence analysis of the proposed PSAP is shown
as follows. Denote an action profile at ¢ by P(t) as a random
variable, which consists of k + m elements, a set of actions
for every player ¢ at ¢ can then by denoted by F;(t) where
P;(t) € Fi(t) and P(t) € X;egueFi(t). When player 4 is not
experiencing network anomaly, i.e., i ¢ J(t), the set of actions
available to player ¢ at time ¢ is then

Fi(t) = {ﬂeg ifieg

. 20
ifie& 0)

-E‘eé}

Otherwise, i.e., i € J(t), the set of actions available to player i
at time ¢ is

Fi(t) ={p(t-1)}. @n

Equations (20) and (21) are restricted action sets. Similar to
[35], the updating player randomly selects a trial action P, from
its restricted action set with the following probabilities. Let
z=k+m—|J(t)| denote the number of channels without
network anomaly conditions, and the probability that the P is
selected is given by

Prib e Fi(t), i¢ T =
Piib e @), icaw =2 o
! s E+m’

After player i selects P, the player chooses its action at time
t according the following probability:

A exp {Tu; (P, Pi(t—1))}
Pr[P(t) = P] = > s (0 b {Twi (P, Py (i—1)))

Pr{P(t) = P(t—1)] = 1 23)

where the first equation in (23) corresponds to Steps 3 and 5 in
Algorithm 2, and the second equation in (23) corresponds to
Step 6 in Algorithm 1.

Furthermore, given a discrete-time Markov chain (DTMC)
with transition matrix P = [p;;], an equilibrium distribution
is said to be in detailed balance if p;p;; = p;pj; foralli, j € S
[36]. Moreover, p is a stationary distribution of the DTMC

since D, wipij = > ; MiPji = My »; Pji = p; and therefore
p=pP.

The following theorem states that, within the potential-game
formulated SWO, the proposed PSAP induces a DTMC over
state space P(t) with a unique stationary distribution.

Theorem 1: Consider a finite (k + m)-player potential game
with the potential function ¢(-). If a DTMC {P(¢),t > 0}
induced by the proposed PSAP over the state space S :=
XiegueFi(t) is irreducible and aperiodic, and it has the unique
stationary distribution given by

exp{T'¢(p)}
= f S. 24
w(p) S e (To()) orany p € (24)
Proof: Forany p,p' € S
P = PrP@O) =P =gl @9

Since player 7 has probability ﬁ of being chosen in any given

period and has probability ;== of any trial action P selected

without network anomaly, it follows that:

B exp{T¢(p)}
1(p)ppy = [Zpes exp{T¢(p)}

1 z exp {Tu;(p', P_;(t—1))}
k+mk+m3 pcr @ exp{Tu (P, Poi(t—1))}
(26)

X

n | exp{Tew)}
(P )pprp = [Zpes exp{T¢(p)}

y 1 z exp {Tw;(p, P-;(t—1))}
kvt m S, e (T (P Pt 1)) |
(27)
Let
T = 1 (k‘+z'm)2
> pes XP{TOD)} D op e (1) exp {Twi (P, Poi(t—1))}
(28)
then
1(p)pyp = mexp{T(p) + Tu; (p, P-i(t=1))}. (29
Since
ui(p', P-i(t—1)) —ui(p, P-i(t—=1)) = (p') — ¢(p) (30)
it leads to
w(P)ppp = mexp{Te(p') + Tui(p, P-i(t—1)} (3D
and
1(P)ppy = (0 )Pprp- (32)

The detailed balance condition is then established. It follows
immediately that p is a stationary distribution of the DTMC
{P(t),t > 0}. Given the state-space S, the process in any
period s irreducible, i.e., all states communicate with each other,
and aperiodic. Therefore, it has a unique stationary distribution
which must be . This completes the proof of Theorem 1. W
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TABLE |
SOLUTIONS BY PSAP AND TRADITIONAL SAP

i [ Pim ]| Piegwio) [[ niwio) | Picgwn) [| ni(wi)

1 13 449.68 999 452.56 1115
2 12.5 378.97 1235 379.56 1250
3 13 128.06 738 122.10 866
4 9 128.12 57 129.83 48
5 10 167.99 64 169.23 99
6 10 459.33 99 456.35 76
7 6 429.65 35 429.16 53
8 8 157.42 70 154.65 59
9 10 149.64 97 158.01 64
10 9 155 59 155.00 88
11 10 77.32 91 78.20 97
12 9 75.75 89 73.95 71
13 10 80.16 58 81.50 82
14 8 47.73 48 49.15 51
15 10 49.44 88 51.08 97

Corollary 1: For every monotonically increasing explo-
ration parameter 7'(t) > 0, i.e., T(¢') > T(t) if ¢ > ¢, then
Theorem 1 still holds.

Proof: Tt can be observed that (32) holds with only denomi-
nators containing 7" terms in (26)—(28) cancel out on both sides
of (32). This completes the proof of Corollary 1. |

From Theorem 1, the unique stationary distribution y(p) is an
instance of Gibbs distribution. For sufficiently large times ¢ > 0,
1(p) is equal to the probability that P(t) = p. As T — oo,
P(t) follows the unique p with arbitrarily high probability y(p)
such that p as an NE maximizes the potential function. So the
objective function in (16) is maximized as well. It is noted
that the final action profile p can be different in the different
communication environment.

V. NUMERICAL RESULTS

In this section, the effectiveness of the proposed PSAP in
different communication environment is validated in a widely
used benchmark distribution system [22], [26], [30]-[32] with
15 generators. Modifications are made to include participation
of three load aggregators (10 kW) and 12 load aggregators
(100 kW). Generators parameters can be found in above ref-
erences and, thus, are omitted here due to space limit.

The solutions to the SWO (with near-full loading) shown
in Table I and Fig. 3 are based on A =3000 and n = 15.
One solution is the proposed PSAP with a random number of
channels selected with network anomaly (shown in Red), and
the other solution is by traditional SAP with full communication
without network anomaly (shown in Blue).

It can be observed that

1) Fig. 3(a) shows that the global potential function in-
creases quickly and converges to a near steady final
value after around 50 iterations in both cases.

2) Fig. 3(b) shows that the total social welfare converges
along with the global potential function in both cases.

Note that with network anomaly, the social welfare is
lower, due to restricted action sets caused by limited
choices of updating players.

3) Fig. 3(c) shows that the total utility of all aggregators
decreases along with the decrease of the total energy
consumption, which is shown in Fig. 3(e).

4) Fig. 3(d) shows that the total generation cost drops along
with the decrease of the total energy consumption shown
in Fig. 3(e) as well as the total generation shown in
Fig. 3(i). Note that with network anomaly, the generation
cost is higher, due to the same reason mentioned in
Fig. 3(b).

5) Fig. 3(e) shows that load aggregators have participated
in DR in terms of reducing total energy consumption,
although it decreases loads’ total utility. Note that
with network anomaly, the total energy consumption
is higher.

6) Fig. 3(f) shows the player which is randomly selected at
each iteration of the PSAP learning process.

7) Fig. 3(g) shows that the total generation drops as load
aggregators participating in DR to reduce peak demand.
Note that with network anomaly the total generation is
higher due to the same reason as Fig. 3(b).

8) Fig. 3(h) shows that the total transmission loss con-
verges. Note that with network anomaly the total trans-
mission loss is higher due to the same reason as in
Fig. 3(b).

9) Fig. 3(i) shows that the total load/demand drops as load
aggregators participate in DR.

10) Fig. 3(j) shows that the power balancing converges.

To summarize, under network anomaly, the proposed PSAP
can converge as expected. The overall convergence is slower
compared to the scenarios without communication issues due to
limited choices of updating players at each step. Also note that
due to limited information and choices at each time step, the total
energy cost might be slightly higher under network anomaly but
the overall global utilities converge to a value almost identical
to the scenarios without network anomaly, as shown in Fig. 3(a)
and (c).

It is also noted that the setting of 7 is critical to the per-
formance of PSAP. An appropriate setting should satisfy the
following condition [23]:

n < 4min{20;P; + B;, i €G.}. (33)

VI. EXTENSIONS TO NONSMOOTH FORMULATIONS

Note that in the potential game framework, the cost, utility,
or potential functions can be nonsmooth, nonconvex or of any
form. In [37], potential games are applied to plug-in hybrid
EVs charging problem with concave utility functions. In [38],
potential games are applied to solve the mathematical puzzle
Sudoku with nonsmooth utilities. Furthermore, the proposed
SWO formulation can also be inherently extended to nonsmooth
cost objective functions. Consider the cases in which multiple
fuels are used and the objective function can be expressed as the
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Fig. 3. Update of all indicators under the near full-load scenario.

following piece-wise quadratic cost function:

Qi1+ Bia P+ yia P

if Pin <P <Py
iz + BiaP +yia P

iftP <P <P,
Qn + Bin P +in Piz,

it P, <P < Pinax

which is composed of a finite number of subproblems, each
of which falls into the proposed formulation. Therefore, the

discontinuous cost functions can also be effectively handled by
the proposed formulation.

VII. CONCLUSION

This article took into consideration the impact of net-
work anomaly on a noncooperative formulation of the con-
strained SWO problem. Continuing with the previously
proposed potential-game formulation of the SWO, a variant
of the SAP algorithm called PSAP was proposed and analyzed.
With all players stick to the proposed PSAP, it was shown that
the induced DTMC guarantees to converge to an NE, which
is also a global maximizer with arbitrarily high probability.
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Numerical simulations of SWO with network anomaly solved
by the proposed PSAP and SWO without network anomaly
solved by conventional SAP were presented and compared,
with results outcomes met expectations. For future work, the
proposed algorithm can be improved with more effective way
to handle the power balance equality constraints. Also, the
proposed algorithm can be extended to vector-based action
profiles to consider a long-duration SWO problem.

[1]

[2]

[3]

[4]

[7]

[8]

[9]

[10]

(11]

[12]

[13]

[14]

[15]

[16]

(17]

(18]

[19]

REFERENCES

B. H. Chowdhury and S. Rahman, “A review of recent advances in
economic dispatch,” IEEE Trans. Power Syst., vol. 5,no. 4, pp. 1248-1259,
Nov. 1990.

Y. M. Ding, S. H. Hong, and X. H. Li, “A demand response energy
management scheme for industrial facilities in smart grid,” IEEE Trans.
Ind. Informat., vol. 10, no. 4, pp. 2257-2269, Nov. 2014.

A. Safdarian, M. Fotuhi-Firuzabad, and M. Lehtonen, “A distributed
algorithm for managing residential demand response in smart grids,” IEEE
Trans. Ind. Informat., vol. 10, no. 4, pp. 2385-2393, Nov. 2014.

F. De Angelis, M. Boaro, D. Fuselli, S. Squartini, F. Piazza, and Q. Wei,
“Optimal home energy management under dynamic electrical and thermal
constraints,” IEEE Trans. Ind. Informat., vol. 9, no. 3, pp. 1518-1527,
Aug. 2013.

R. Deng, Z. Yang, M. Chow, and J. Chen, “A survey on demand response
in smart grids: Mathematical models and approaches,” IEEE Trans. Ind.
Informat., vol. 11, no. 3, pp. 570-582, Jun. 2015.

N. Li, L. Chen, and S. H. Low, “Optimal demand response based on
utility maximization in power networks,” in Proc. IEEE Power Energy
Soc. General Meeting, Jul. 2011, pp. 1-8.

P. Samadi, H. Mohsenian-Rad, R. Schober, and V. W. Wong, “Advanced
demand side management for the future smart grid using mechanism
design,” IEEE Trans. Smart Grid, vol. 3, no. 3, pp. 1170-1180, Sep. 2012.
N. Rahbari-Asr, U. Ojha, Z. Zhang, and M.-Y. Chow, “Incremental wel-
fare consensus algorithm for cooperative distributed generation/demand
response in smart grid,” IEEE Trans. Smart Grid, vol. 5, no. 6,
pp. 2836-2845, Nov. 2014.

Y. Ma, W. Zhang, W. Liu, and Q. Yang, “Fully distributed social welfare
optimization with line flow constraint consideration,” IEEE Trans. Ind.
Informat., vol. 11, no. 6, pp. 1532-1541, Dec. 2015.

R.Deng, Z. Yang, F. Hou, M.-Y. Chow, and J. Chen, “Distributed real-time
demand response in multiseller—multibuyer smart distribution grid,” IEEE
Trans. Power Syst., vol. 30, no. 5, pp. 2364-2374, Sep. 2015.

C. Zhao, J. He, P. Cheng, and J. Chen, “Consensus-based energy manage-
ment in smart grid with transmission losses and directed communication,”
IEEE Trans. Smart Grid, vol. 8, no. 5, pp. 2049-2061, Sep. 2017.

P. Vrba et al., “A review of agent and service-oriented concepts applied
to intelligent energy systems,” IEEE Trans. Ind. Informat., vol. 10, no. 3,
pp. 1890-1903, Aug. 2014.

V. C. Gungor et al., “A survey on smart grid potential applications and
communication requirements,” IEEE Trans. Ind. Informat., vol. 9, no. 1,
pp. 28-42, Feb. 2013.

G. A. Shah, V. C. Gungor, and O. B. Akan, “A cross-layer QoS-
aware communication framework in cognitive radio sensor networks
for smart grid applications,” IEEE Trans. Ind. Informat., vol. 9, no. 3,
pp. 1477-1485, Aug. 2013.

V. L. L. Thing, “IEEE 802.11 network anomaly detection and attack clas-
sification: A deep learning approach,” in Proc. IEEE Wireless Commun.
Netw. Conf., Mar. 2017, pp. 1-6.

L. Ding, Q.-L. Han, L. Y. Wang, and E. Sindi, “Distributed cooperative
optimal control of DC microgrids with communication delays,” IEEE
Trans. Ind. Informat., vol. 14, no. 9, pp. 3924-3935, Sep. 2018.

V. P. Singh, N. Kishor, and P. Samuel, “Load frequency control with com-
munication topology changes in smart grid,” IEEE Trans. Ind. Informat.,
vol. 12, no. 5, pp. 1943-1952, Oct. 2016.

S. Liu, X. Wang, and P. X. Liu, “Impact of communication delays on
secondary frequency control in an islanded microgrid,” IEEE Trans. Ind.
Electron., vol. 62, no. 4, pp. 2021-2031, Apr. 2015.

M. Chlela, D. Mascarella, G. Jods, and M. Kassouf, “Fallback control
for isochronous energy storage systems in autonomous microgrids under
denial-of-service cyber-attacks,” IEEE Trans. Smart Grid, vol. 9, no. 5,
pp. 47024711, Sep. 2018.

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

(31]

[32]

(33]
[34]

[35]

[36]

(37]

(38]

P. Ojaghi and M. Rahmani, “LMI-based robust predictive load frequency
control for power systems with communication delays,” IEEE Trans.
Power Syst., vol. 32, no. 5, pp. 4091-4100, Sep. 2017.

R. Zhang and B. Hredzak, “Distributed finite-time multiagent control for
DC microgrids with time delays,” IEEE Trans. Smart Grid, vol. 10, no. 3,
pp. 2692-2701, May 2019.

L. Du, S. Grijalva, and R. G. Harley, “Game-theoretic formulation
of power dispatch with guaranteed convergence and prioritized bestre-
sponse,” IEEE Trans. Sustain. Energy, vol. 6, no. 1, pp. 51-59, Jan. 2015.
S. Wang, D. Sun, L. Du, and J. Ye, “Noncooperative distributed social
welfare optimization with EV charging response,” in Proc. 44th Annu.
Conf. IEEE Ind. Electron. Soc., 2018, pp. 2097-2102.

H. Yang, S. Zhang, J. Qiu, D. Qiu, M. Lai, and Z. Dong, “CVaR-
constrained optimal bidding of electric vehicle aggregators in day-ahead
and real-time markets,” IEEE Trans. Ind. Informat., vol. 13, no. 5,
pp- 2555-2565, Oct. 2017.

J. Qin, Y. Wan, X. Yu, F. Li, and C. Li, “Consensus-based distributed
coordination between economic dispatch and demand response,” I[EEE
Trans. Smart Grid, vol. 10, no. 4, pp. 3709-3719, Jul. 2019.

Z.-L. Gaing, “Particle swarm optimization to solving the economic
dispatch considering the generator constraints,” /[EEE Trans. Power Syst.,
vol. 18, no. 3, pp. 1187-1195, Aug. 2003.

S. Chen, Q. Chen, and Y. Xu, “Strategic bidding and compensation mech-
anism for a load aggregator with direct thermostat control capabilities,”
IEEE Trans. Smart Grid, vol. 9, no. 3, pp. 2327-2336, May 2018.

S. Saleh, P. Pijnenburg, and E. Castillo-Guerra, “Load aggregation from
generation-follows-load to load-follows-generation: Residential loads,”
IEEE Trans. Ind. Appl., vol. 53, no. 2, pp. 833-842, Mar./Apr. 2017.

K. Valogianni, W. Ketter, and J. Collins, “Smart charging of electric
vehicles using reinforcement learning,” in Proc. AAAI Workshop: Trading
Agent Des. Anal., 2013.

J. Sun, V. Palade, X.-J. Wu, W. Fang, and Z. Wang, “Solving the power
economic dispatch problem with generator constraints by random drift
particle swarm optimization,” IEEE Trans. Ind. Informat., vol. 10, no. 1,
pp. 222-232, Feb. 2014.

G. Binetti, A. Davoudi, D. Naso, B. Turchiano, and F. L. Lewis, “A
distributed auction-based algorithm for the nonconvex economic dispatch
problem,” IEEE Trans. Ind. Informat., vol. 10, no. 2, pp. 1124-1132,
May 2014.

W. T. Elsayed, Y. G. Hegazy, M. S. El-bages, and F. M. Bendary,
“Improved random drift particle swarm optimization with self-adaptive
mechanism for solving the power economic dispatch problem,” IEEE
Trans. Ind. Informat., vol. 13, no. 3, pp. 1017-1026, Jun. 2017.

D. Monderer and L. S. Shapley, “Potential games,” Games Econ. Behav.,
vol. 14, no. 1, pp. 124-143, 1996.

H. P. Young, Individual Strategy and Social Structure: An Evolutionary
Theory of Institutions. Princeton, NJ, USA: Princeton Univ. Press, 2001.
J. R. Marden, G. Arslan, and J. S. Shamma, “Cooperative control and
potential games,” IEEE Trans. Syst., Man, Cybern. B, Cybern., vol. 39,
no. 6, pp. 1393-1407, Dec. 2009.

J. R. Norris, Markov Chains, vol. 2. Cambridge, U.K.: Cambridge Univ.
Press, 1998.

S. Bahrami and V. W. Wong, “A potential game framework for charging
PHEVs in smart grid,” in Proc. IEEE Pacific Rim Conf. Commun., Comput.
Signal Process., 2015, pp. 28-33.

J. R. Marden, “Learning in large—scale games and cooperative control,”
Ph.D. dissertation, Univ. California, Los Angeles, CA, USA, 2007.

Shengyi Wang (S’'17) received the B.S. and
M.S. degrees in electrical engineering from
the Shanghai University of Electric Power,
Shanghai, China, and Clarkson University, Pots-
dam, NY, USA, in 2016 and 2017, respectively.
He is currently working toward the Ph.D. degree
in electrical and computer engineering with Tem-
ple University, Philadelphia, PA, USA.

His research interests include game-theoretic
control for multiagent systems, data-driven op-
timization for power systems, and nonintrusive

load monitoring.
Dr. Wang received Outstanding Undergraduate Thesis Award in 2016.

Authorized licensed use limited to: University of lllinois at Chicago Library. Downloaded on December 28,2020 at 23:36:57 UTC from IEEE Xplore. Restrictions apply.



2412 IEEE TRANSACTIONS ON INDUSTRIAL INFORMATICS, VOL. 16, NO. 4, APRIL 2020

Liang Du (S'09-M’13-SM’18) received the
Ph.D. degree in electrical engineering from the
Georgia Institute of Technology, Atlanta, GA,
USA, in 2013.

He was a Research Intern with Eaton Corp.
Innovation Center, Milwaukee, WI, USA, Mit-
subishi Electric Research Labs, Cambridge, MA,
USA, and Philips Research N. A., Briarcliff
Manor, NY, USA, in 2011, 2012, and 2013,
respectively. He was also an Electrical Engineer
with Schlumberger, Sugar Land, TX, USA, from
2013 to 2017. He is currently an Assistant Professor with Department of
Electrical and Computer Engineering, Temple University, Philadelphia,
PA, USA.

Dr. Du received the Ralph E. Powe Junior Faculty Enhancement Award
from Oak Ridge Associated Universities (ORAU) in 2018 and currently
serve as an Associate Editor for IEEE TRANSACTIONS ON INDUSTRY
APPLICATIONS.

Jin Ye (S’13-M’14-SM’16) received the B.S.
and M.S. degrees from Xi’an Jiaotong University,
Xi'an, China, in 2008 and 2011, respectively.
She received the Ph.D. degree from McMaster
University, Hamilton, ON, Canada, in 2014, all in
electrical engineering.

She is currently an Assistant Professor with
the School of Electrical and Computer Engineer-
ing, University of Georgia, Atlanta, GA, USA.

Dr. Ye is a General Chair of 2019 IEEE Trans-
portation Electrification Conference and Expo,
a Publication Chair and Women in Engineering Chair of 2019 IEEE
Energy Conversion Congress and Expo. She is an Associate Editor
for IEEE TRANSACTIONS ON TRANSPORTATION ELECTRIFICATION and IEEE
TRANSACTION ON VEHICULAR TECHNOLOGY.

Lina He (S'11-M'15) received the B.S. and
M.S. degrees in electrical engineering from the
Huazhong University of Science and Technol-
ogy, Wuhan, China, in 2007 and 2009, re-
spectively, and the Ph.D. degree in electrical
engineering from the University College Dublin,
Dublin, Ireland, in 2014.

She is currently an Assistant Professor with
the Department of Electrical and Computer
Engineering, University of lllinois, Chicago, IL,
USA. She was a Project Manager and Senior

Consultant with Siemens from 2014 to 2017. Her research interests
include renewable energy integration, power systems and coordination
with power electronics, wide-area protection, and cybersecurity.

Authorized licensed use limited to: University of lllinois at Chicago Library. Downloaded on December 28,2020 at 23:36:57 UTC from IEEE Xplore. Restrictions apply.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Algerian
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BaskOldFace
    /Batang
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CooperBlack
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FootlightMTLight
    /FreestyleScript-Regular
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Impact
    /InformalRoman-Regular
    /Jokerman-Regular
    /JuiceITC-Regular
    /KristenITC-Regular
    /KuenstlerScript-Black
    /KuenstlerScript-Medium
    /KuenstlerScript-TwoBold
    /KunstlerScript
    /LatinWide
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSansUnicode
    /Magneto-Bold
    /MaturaMTScriptCapitals
    /MediciScriptLTStd
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MS-Mincho
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NuptialScript
    /OldEnglishTextMT
    /Onyx
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Parchment-Regular
    /Playbill
    /PMingLiU
    /PoorRichard-Regular
    /Ravie
    /ShowcardGothic-Reg
    /SimSun
    /SnapITC-Regular
    /Stencil
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanMTStd
    /TimesNewRomanMTStd-Bold
    /TimesNewRomanMTStd-BoldCond
    /TimesNewRomanMTStd-BoldIt
    /TimesNewRomanMTStd-Cond
    /TimesNewRomanMTStd-CondIt
    /TimesNewRomanMTStd-Italic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryStd-Demi
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 900
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.00111
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 1200
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.00083
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00063
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Suggested"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


